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Fuente: Elaboracion propia para ISACA 2017



Matriz de
Resiliencia

inios

Dom

Adverse Event

7

Fases de resiliencia

—

Time
____________ Mo N N
Previous Cycle > Plan/Prepare > Absorh > Recover > Adapt
v V |4
Physical « state and capability + Event recognition  * System changes * Changes to improve
of equipment and and system to recover system resilience
personnel, network performance to previous

Information -«

Cognitive

Social

Fuente: (Linkov y otros, 2013)

structure

Data preparation,
presentation,
analysis, and
storage

System design
and operation
decisions, with
anticipation of
adverse events

Social network,
social capital,
institutional and
cultural norms, and
training

maintain function

* Real-time
assessment of
functionality,
anticipation of
cascading losses
and event closure

* Contingency
protocols and
proactive event
management

* Resourceful and
accessible
personnel and
social institutions

for event response

functionality

* Data use to track
recovery progress
and anticipate
recovery scenarios

* Recovery decision-
making and
communication

* Teamwork and
knowledge sharing
to enhance system
recovery

* Creation and
improvement of data
storage and use
protocols

* Design of new system
configurations,
objectives, and
decision criteria

* Addition of or changes
to institutions,
policies, training
programs, and culture
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Ciber-Resiliencia del Sistema CR,,,

S, (Salida)

Resiliencia IC
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Fuente: Elaboracion propia basada en (Vazquez Gomez, 2019)
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Hard-skills

H

Equipo
tecnoldgico,
documentacion,
planeacion,
cantidad de
produccion,
dependencias

Evaluacion Integral de Resiliencia

Cuantitativo

Competencias,
cultura
organizacional,
calidad de

produccion

A 4

Soft-skills



