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Lessons learned from DARK TEQUILA

proprietary & confidential

Using the MITRE ATT&CK Framework to 
Measure Security Effectiveness
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G l o b a l  I n f o r m a t i o n  S e c u r i t y  S p e n d i n g  t o  E x c e e d  $ 1 2 4 B  U S D  i n  2 0 1 9

A v e r a g e  C o s t  o f  a  D a t a  B r e a c h  i s  $ 3 . 8 6 M  U S D  ( G l o b a l )

~ 1 , 2 4 4  B r e a c h e s  R e p o r t e d i n  2 0 1 8

T h e  N u m b e r  o f  B r e a c h e s  D e c r e a s e d  2 3 %  i n  2 0 1 8 ,  b u t  P I I  C o m p r o m i s e s  

I n c r e a s e d  1 2 3 % .

I N C R E A S E  I N  T A R G E T E D  A T T A C K S

B A C K G R O U N D

proprietary & confidential
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COST OF COMPROMISE TIME TO DETECT

$ 3 . 9 M  U S D  A V G  C O S T  ( G L O B A L )

The US leads costs at over $7M avg cost per compromise.  The compromise of PII, 

Intellectual property, and reputational damage continues to push this figure higher.

The global average time for organizations to 
detect a compromise is 196 days.
Once an organization has confirmed a compromise, the global average to contain the breach is 69 days.

Kaspersky Antivirus identified DARK TEQUILA malware went undetected for nearly 5 years.  

DARK TEQUILA focused on targets in Mexico with the intent to steal banking credentials.
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HOW DO WE IMPROVE? MITRE ATT&CK T M

M E A S U R E  S E C U R I T Y  E F F E C T I V E N E S S
A D V E R S A R I A L  T A C T I C S ,  T E C H N I Q U E S ,

A N D  C O M M O N  K N O W L E D G E

Measuring Capabilities and Maturity
• Not knowing what you don’t know
• Baseline threat profile and key risks
• Identify how well program and personnel perform today
• Action plan for addressing key gaps (roadmap)

Measuring Return on Investment (ROI)
• Metrics based on what should improve
• Demonstrate improvement over time

Measuring Readiness to Respond
• Red Teaming
• Compromise Assessment or Threat Hunt
• Wargaming 
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A d v e r s a r i a l  T a c t i c s ,  T e c h n i q u e s ,  a n d  C o m m o n  K n o w l e d g e

C u r a t e d  k n o w l e d g e  b a s e  a n d  m o d e l  f o r  c y b e r  a d v e r s a r y  b e h a v i o r  

c o v e r i n g  W i n d o w s ,  L i n u x ,  a n d  M a c

P r e - A T T & C K T M c o v e r s  a c t i v i t y  l e f t  o f  i n i t i a l  a c c e s s  

M o b i l e  A T T & C K T M c o v e r s  a d v e r s a r i a l  b e h a v i o r  o n  m o b i l e  d e v i c e s

W o r k  b e g a n  i n  2 0 1 0  w i t h  t h e  f i r s t  W i n d o w s  m o d e l  c r e a t e d  i n  2 0 1 3

M I T R E  A T T & C K T M I N T R O D U C T I O N

proprietary & confidential
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T A C T I C S

D e n o t e  s h o r t - t e r m ,  t a c t i c a l  a d v e r s a r y  g o a l s  d u r i n g  a n  a t t a c k  ( t h e  

c o l u m n s )

T E C H N I Q U E S

D e s c r i b e  t h e  m e a n s  b y  w h i c h  a n  a d v e r s a r y  a c h i e v e s  t a c t i c a l  g o a l s  ( t h e  

i n d i v i d u a l  c e l l s )

C O M M O N  K N O W L E D G E

D o c u m e n t e d  a d v e r s a r y  u s a g e  o f  t e c h n i q u e s  a n d  o t h e r  m e t a d a t a  ( l i n k e d  

t o  t e c h n i q u e s )

M I T R E  A T T & C K T M I N T R O D U C T I O N

proprietary & confidential



7

D e v e l o p e d  b y  b o t h  a d v e r s a r y  e m u l a t i o n  t e a m s  a n d  d e f e n d e r  t e a m s

P u b l i c l y  r e l e a s e d  i n  2 0 1 5  w i t h  9 6  t e c h n i q u e s  o r g a n i z e d  u n d e r  9  t a c t i c s

1 2  E n t e r p r i s e  T a c t i c s

M I T R E  A T T & C K T M S C O P E

proprietary & confidential

Initial Access Execution Persistence Privilege Escalation

Defense Evasion Credential Access Discovery Lateral Movement

Collection Command and Control Exfiltration Impact



8

M I T R E  A T T & C K T M S C O P E
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2 4 4  E n t e r p r i s e  T e c h n i q u e s

Initial Access
 Spearphishing Link

ID: T1192

Tactic: Initial Access

Platform: Windows, macOS, Linux

Data Sources: Packet capture, Web proxy, Email 
gateway, Detonation chamber, SSL/TLS inspection, DNS 
records, Mail server

CAPEC ID: CAPEC-163

Initial Access
Replication Through 

Removable Media

ID: T1091

Tactic: Lateral Movement, Initial Access

Platform: Windows

System Requirements: Removable media allowed, 
Autorun enabled or vulnerability present that allows 
for code execution

Permissions Required: User

Data Sources: File monitoring, Data loss prevention

Persistence
New Service

ID: T1050

Tactic: Persistence, Privilege Escalation

Platform: Windows

Permissions Required: Administrator, SYSTEM

Effective Permissions: SYSTEM

Data Sources: Windows Registry, Process monitoring, 
Process command-line parameters, Windows event 
logs

CAPEC ID: CAPEC-550

Command and Control
Commonly Used Port

ID: T1043

Tactic: Command And Control

Platform: Linux, macOS, Windows

Data Sources: Packet capture, NetFlow/Enclave 
NetFlow, Process use of network, Process monitoring

Requires Network: Yes

https://capec.mitre.org/data/definitions/163.html
https://capec.mitre.org/data/definitions/550.html
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ASSUME COMPROMISE
N o  o n e  h a s  p e r f e c t  s e c u r i t y.   A s s u m e  a n  a t t a c k e r  c a n  p e n e t r a t e  a n d  f o c u s  o n  a b i l i t y  t o  d e t e c t .

An ounce of detection is worth a pound of 

prevention.  Focus efforts on documented 

adversary behavior.  This can be tested and 

measured. 

F O C U S  O N  D E T E C T I O N N O  O N E  I S  I M M U N E

$

proprietary & confidential

By assuming compromise, you can put your mind 

into that of an attacker.  Understand your 

vulnerabilities and how well you can respond.  

Continually test your weaknesses and risks.
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ASSUME COMPROMISE
P r i o r i t i z e  y o u r  v u l n e r a b i l i t i e s  a n d  l i k e l y  p a t h  a t t a c k e r s  w i l l  t a k e .  M e a s u r e  p r o g r e s s  i n  d e t e c t i o n .

$

proprietary & confidential
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DARK TEQUILA

Defense 
Evasion

USB Infector

Keylogger and 
Information 

Stealer

proprietary & confidential

C o m p l e x ,  m u l t i - s t a g e  m a l w a r e  c a m p a i g n  t a r g e t i n g  M e x i c a n  u s e r s  

a n d  e v a d e d  d e t e c t i o n  f o r  f i v e  y e a r s .

Look for running security applications, debuggers, or virtualization.  If found, would cleanup and remove 
itself from host.

Specifically targeted several Mexican banking institutions since at least 2013.  Additionally, would capture 
and record credentials for cloud services, e-mail providers, or flight reservation systems.

Look for USB drive insertion and infect, allowing the malware to move offline to new machines.
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D A R K  T E Q U I L A
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T a c t i c s  a n d  T e c h n i q u e  D e t e c t i o n

Initial Access
 Spearphishing Link

ID: T1192

Tactic: Initial Access

Platform: Windows, macOS, Linux

Data Sources: Packet capture, Web proxy, Email 
gateway, Detonation chamber, SSL/TLS inspection, DNS 
records, Mail server

CAPEC ID: CAPEC-163

Initial Access
Replication Through 

Removable Media

ID: T1091

Tactic: Lateral Movement, Initial Access

Platform: Windows

System Requirements: Removable media allowed, 
Autorun enabled or vulnerability present that allows 
for code execution

Permissions Required: User

Data Sources: File monitoring, Data loss prevention

Persistence
New Service

ID: T1050

Tactic: Persistence, Privilege Escalation

Platform: Windows

Permissions Required: Administrator, SYSTEM

Effective Permissions: SYSTEM

Data Sources: Windows Registry, Process monitoring, 
Process command-line parameters, Windows event 
logs

CAPEC ID: CAPEC-550

Command and Control
Commonly Used Port

ID: T1043

Tactic: Command And Control

Platform: Linux, macOS, Windows

Data Sources: Packet capture, NetFlow/Enclave 
NetFlow, Process use of network, Process monitoring

Requires Network: Yes

https://capec.mitre.org/data/definitions/163.html
https://capec.mitre.org/data/definitions/550.html
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TESTABLE DETECTION
P l a n  v a l i d  s c e n a r i o s  t o  s t r e s s  a n d  i d e n t i f y  w e a k  d e t e c t i o n  a n d  p r o t e c t i o n .   I m p r o v e  a n d  r e v i s i t .  

$

proprietary & confidential
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TESTABLE DETECTION

$
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A P T 3  i s  a  C h i n a - b a s e d  t h r e a t  g r o u p  t h a t  r e s e a r c h e r s  h a v e  a t t r i b u t e d  t o  C h i n a ’ s  M i n i s t r y  o f  S t a t e  S e c u r i t y.   T h i s  g r o u p  i s  r e s p o n s i b l e  f o r  

c a m p a i g n s  k n o w n  a s  O p e r a t i o n  C l a n d e s t i n e  F o x ,  O p e r a t i o n  C l a n d e s t i n e  W o l f ,  a n d  O p e r a t i o n  D o u b l e  Ta p .   A s  o f  J u n e  2 0 1 5 ,  t h e  g r o u p  a p p e a r s  

t o  h a v e  s h i f t e d  f r o m  t a r g e t i n g  p r i m a r i l y  U S  v i c t i m s  t o  p r i m a r i l y  p o l i t i c a l  o r g a n i z a t i o n s  i n  H o n g  K o n g

h t t p s : / / a t t a c k . m i t r e . o r g / g r o u p s / G 0 0 2 2 /
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T E S T A B L E  D E T E C T I O N
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R e d  T e a m  A u t o m a t i o n A t o m i c  R e d  T e a m

https://github.com/redcanaryco/atomic-red-team

Atomic Red Team is a collection of small, highly portable detection tests mapped to 
MITRE ATT&CK™. This gives defenders a highly actionable way to immediately start 
testing their defenses against a broad spectrum of attacks.

https://github.com/endgameinc/RTA

RTA provides a framework of scripts designed to allow blue teams to test their 
detection capabilities against malicious tradecraft, modeled after MITRE ATT&CK ™.

https://github.com/redcanaryco/atomic-red-team
https://github.com/endgameinc/RTA
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SUMMARY
Focus on detection!

Develop key metrics to measure how effective 

your security program is

• Capabilities and Maturity

• Return on Investment

• Readiness to Respond

Plan Red Team engagements to stress test your 

vulnerabilities

Blue Teams should produce analytic progress 

measurement demonstrating improvement in 

detection and response

Collaborate, Communicate, and Engage with 

security communities

MITRE ATT&CK strength depends on community 

involvement

proprietary & confidential
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F U R T H E R  R E A D I N G
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https://attackevals.mitre.org/

https://attackevals.mitre.org/
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C O N T A C T  U S

P a s e o  d e  l a  R e f o r m a 2 9 6 ,  P i s o 4 2

C o l o n i a  J u á r e z

D e l e g a c i ó n C u a h u t e m o c

C i u d a d  d e  M é x i c o ,  C D M X ,  M é x i c o  0 6 6 0 0  

+ 5 2  5 5  4 6 2 4  0 2 3 6

h o l a @ s i d i a n s e c u r i t y . c o m


