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La seguridad fisica y digital

¢ Primas, hermanas, amigas o enemigas?

Juan Carlos Carrillo
@juan_carrillo
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En 1990, las ventas
de la enciclopedia
Britannica logro el
record de ventas...

$650 millones de
dolares
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* Una Enciclopedia Britannica se vendia desde

‘ y s $1,500 y hasta en $2,200 USD
icrosoft

Encarta

Biblioteca Premium

* Una enciclopedia en CD-ROM se vendia

desde S50 y hasta $70 usb
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El cambio de paradigma
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US largest card incident
hacker has track record says
Miami Herald

. posts tagged ‘Albert Gonzalez’

In Surprise Appeal, TJX Hacker Claims U.S. Authorized His
Crimes

As the fall-out in the Albert Gonzalez By Kim Zetter B4 April 7, 2011 | 4:07 pm | Categories: Breaches, Hacks and Cracks, The Courts

credit card hacking case - in which the

card ha.cker WS chalzged earlier this “;eEk largest credit card heists in U.S. history, is asking a

with gaining unauthorized access to 130 federal judge to throw out his earlier guilty pleas and
million people's card details from major lift his record-breaking 20-year prison sentence, on

chants - continues. the Miami Herald allegations that the government authorized his
years-long crime spree.

21 August 2009

Albert Gonzalez, the hacker who masterminded the

Gonzalez, 29, admitted last year that he and
accomplices hacked into TJX, Office Max, Dave &
Busters. Heartland Payment Systems and other
companies to steal more than 130 million credit and
debit card numbers, in what the government deemed
the biggest computer crime case ever prosecuted in
the United States. He's currently serving time at the
Milan low-security federal prison in southeastern
Michigan, with a release date in the year 2025.
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La nueva economia de seqguridad

Crimen global en perspectiva
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La principal fuente de los incidentes de
seguridad es interno

Ex empleado

En México

O Hackers
34.3%
O Compelidores

Emnpleados actirales

atribuyen estos 30.6%
° ° Antiguos proveedores
incidentes 25. 79

Crimen organizado
a ex empleados T

Proveedores
. . 22.8%
La principal fuente Hockdivisics

de incidentes de seguridad a LT
nivel global se debe 11.5%

Clientes

a empleados actuales 10.2%

Terroristos
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Anatomia de una
Fuga de informacion

110 millones de clientes afectados

E 4a Detectan e infectan los puntos de
1 Atacantes hacen phishing a Pe ri metro I

= un proveedor 1 4b Malware capta los para datos de
&=— la banda magnética en texto

2 N

3 Detectan e infectan E 5 Malware envia los datos

2 Elatacante usa credenciales
— 9 robadas para acceder al los servidores de de la tarjeta de crédito al

— portal de contratistas archivos internos servidor interno;
Envia ping personalizado

2 para notificar

]
]
[
|
6 Datos robados copiados a . -éi
‘ servidores via FTP 6 ra e
]
E '
]

Organizado por

Powered by WWW.exposegu ridadmexico.com

st (2. Reed Exhibitions



@®
—_—

m

SEGURIDAD
i Donde estaban los errores?
C !
= == = = = passwords por
Default
Solucién
TARGET Cambio de contrasefia
70M Records Cada trimestre
Politica de contrasefias
Seguras
Abi ADOBE — é .
Pas_swords débiles Y ANTHEM Datos no cifrados
i?:tcicr:%Zacién de ANl liEeler solucion
Cifrado del sist
Muiltiples factores €= — Dg‘rgrcc;ﬁvisss emd
Configuraciény _ Cifrado de las
Parches automatizados (el OME DEPOT Bases de datos
76M Records )
Servidores no parchados > Credenciales
Solucion Robadas
Autenticacién de € Solucién
Muiltiples factores Autenticacion de
Configuraciony Multiples factores
Parches automatizados Deteccién de fraude web
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Top 10 risks in terms of Top 10 risks in terms of
Likelihood Impact
0 Extreme weather events 0 Weapons of mass destruction Categorles

o Failure of climate-change mitigation and adaptation 0 Failure of climate-change mitigation and adaptation - .
‘ conomic

0 Natural disasters o Extreme weather events

o Data fraud or theft o Water crises ’ Eriiinimental
0 Cyber-attacks 6 Natural disasters

0 Man-made environmental disasters 0 Biodiversity loss and ecosystem collapse ‘ Geopolitical
0 Large-scale involuntary migration

0 Biodiversity loss and ecosystem collapse o Critical information infrastructure breakdown ‘ Societal

0 Water crises 0 Man-made environmental disasters

‘ Technological

@ Asset bubbles in a major economy @ Spread of infectious diseases

Source: World Economic Forum Global Risks Perception Survey 2018-2019.

Note: Survey respondents were asked to assess the likelihood of the individual global risk on a scale of 1 to 5, 1 representing a risk that is very unlikely to happen and
5 arisk that is very likely to occur. They also assess the impact on each global risk on a scale of 1 to 5 (1: minimal impact, 2: minor impact, 3: moderate impact, 4:
severe impact and 5: catastrophic impact). See Appendix B for more details. To ensure legibility, the names of the global risks are abbreviated; see Appendix A for the
full name and description.
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Top 5 Global Risks in Terms of Likelihood
2000

Giobal
gaps

govemanca
Retrenchment
Trom globalization
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|0 que vemos
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2018 Cost of a
Data Breach Study:
Benchmark research

https://www.ibm.com/security/data-breach
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Causas de violaciones de datos

2 ) 48%
250 /\
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wrmm= El costo de las fugas de informacion es
cada vez mayor

En promedio el costo de una brecha se incremento un 6.4%

El costo por dato extraviado se incremento en un 4.8%

El promedio de las bases de datos afectadas se incremento en un 2.2%

Global averages

o01s I + s
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m Cuanto mas rapido se pueda identificar y
= contener una violacion de datos, mas bajos

es el costo

Por 42 aio consecutivo, vemos la relacion entre la rapidez con la que una organizacién
puede identificar y contener los incidentes de violacidén de datos y las consecuencias
financieras.

El tiempo promedio para identificar una brecha (MTTI) es de 197 dias, y el tiempo
promedio para contener (MTTC) es de 69 dias.

El tiempo de identificacion como el de contencidn es mas alto para atagues maliciosos
y criminales; y mucho mas bajos para las brechas de datos causadas por un error

humano.

Las companiias que identifican una brecha en menos de 100 dias ahorraron mas de $1
millon de USD en comparacion con las que tardan mas de 100 dias.

Las empresas que contienen una brecha en menos de 30 dias gastan $1 millén de USD
menos que aquellas que tardan mas de 30 dias en resolverse.

Poneﬂ&n
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Cuanto mas grande es la brecha, menor
posibilidad de quela organizacion tenga otra
brecha en los proximos 24 meses

Probability

0300 0.279
0.250
0.200
0.150

0.100

0.050

0.000

10,000 20,000 30,000 40,000 50,000 60,000 70,000 80,000 90,000 100,000

Number of breached records
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Factores que tienen impacto en el costo

$14.0
$13.1

Incident response team

Extensive use of encryption
BCM involvement

Employee training
Participation in threat sharing

Artificial intelligence platform

Use of security analytics
Extensive use of DLP

Cost Savings

Board-level involvement
CISO appointed
Data classification schema

Insurance protection
CPO appointed
Provision of ID protection

Consultants engaged
Rush to notify
Extensive use of loT devices

Lost or stolen devices
Extensive use of mobile platforms

Cost Additions

Compliance failures ———— $(11.9)
Extensive cloud migration ———  $(11.9)
$(13.4)

Third party involvement

$(20.00  $(15.0)  $(10.0) $(5.0) $0 $5.0 $10.0 $15.0 $20.0
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Industrias atacadas frecuentemente

Finance
Professional

Retail
Manufacturing
Media
Government
Healthcare
Education 6%
Energy
0% 5% 10% 15% 20% EE::;_?-_?_-
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No fracasa el que sufre un ataque de
seguridad, es parte del juego,
fracasas si no tienes capacidad de
respuesta

 Charles Blauner

= CISO, Citigroup
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Sully v la respuesta a incidentes
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| US Airways Flight 1549
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6 pasos para fortalecer el plan de
respuesta a incidentes

Obtener apoyo de la alta direccién

eUn plan de respuesta a incidentes no solo se aplica a Tl y seguridad.

Conocer los riesgos

eConocer el impacto para la organizacidn, como la interrupciones en la produccién, productos defectuosos o brechas de terceros.

Definir roles y responsabilidades

eTodos deben conocer su responsabilidad en caso de un incidente de seguridad.
¢Definir un grupo predefinido de especialistas en respuesta, conocido como equipo de respuesta a incidentes de seguridad informatica (CSIRT).
eAdemas de los expertos en seguridad, este equipo debe incluir representantes de la administracion y otras unidades de negocios.

Determinar los canales de comunicacion

eDefinir los canales de comunicacién relevantes.

eEstablecer pautas sobre qué detalles deben comunicarse a Tl, la administracion superior, los departamentos relevantes, los clientes afectados y el
publico.

Reglas de compromiso

eLos pasos de respuesta a incidentes deben seguir una estructura y metodologia claras, como el marco de respuesta a incidentes de 6 pasos de SANS.

Entrenar el Plan

eRealizar ejercicios de mesa y los libros de ejecucion.
eRealizar un simulacro regular del flujo de respuesta.
eUnirse a grupos de discusidon y compartir practicas exitosas con otros equipos.
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THANK YOU

FOLLOW US ON: Juan Carlos Carrillo

ibm.com/security T+52 1 55 3106 7035
securityintelligence.com @jual’)_ CGI’I’///O

xforce.ibmcloud.com
@ibmsecurity

youtube/user/ibmsecuritysolutions
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© Copyright IBM Corporation 2018. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind, express or implied.
Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products and services are trademarks of the
International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise. Improper
access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or product should be
considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a
lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. IBM does not warrant that any
systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.




